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Abstract 

The study examines the transformation of the European Union’s (EU) governance framework in the field of crit-

ical infrastructure resilience, in the context of the proliferation of hybrid risks characterized by physical-digital inter-

dependencies. Starting from the premise that contemporary threats can no longer be conceptualized as distinct phe-

nomena, the study explores how the new normative instruments - particularly Directives (EU) 2022/2557 (CER) and 

(EU) 2022/2555 (NIS2) - respond to a risk landscape characterized by systemic interdependencies and cascading ef-

fects. 

Methodologically, the study combines an institutional and legal analysis of the European architecture for the 

protection and resilience of critical infrastructures with a functional assessment based on hypothetical hybrid crisis 

scenarios. This approach enables the identification of persistent operational gaps between sectoral responsibilities, 

levels of governance, and coordination mechanisms. The study’s main contribution lies in proposing an integrated 

analytical framework for assessing the EU’s capacity to manage interconnected physical-digital risks, while highlight-

ing the limitations of the current fragmented governance model. 

The study argues that, despite recent normative advances, the resilience of critical infrastructures remains con-

strained by a deficit in operational coordination and by insufficient integration between cybersecurity policies, civil 

protection, and crisis management. In conclusion, the study underscores the need to strengthen forms of hybrid gov-

ernance capable of overcoming traditional sectoral divisions and enabling a systemic approach to complex risks at the 

European level. 
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1. Introduction 

1.1. General premises 

The EU’s institutional framework for the protection and resilience of critical infrastructures is 

the result of an evolutionary process of intersectoral integration between security policies, civil 

protection, digitalization, and risk management, driven by the transboundary and systemic nature of 

contemporary threats. Although Member States retain primary competences in the field of national 

security, in accordance with the TEU [1, Art. 4(2)], the EU has progressively developed a multi-

level governance architecture aimed at ensuring coherence, coordination, and complementarity of 

national actions in situations of risk or crisis with cross-border impact. 

This architecture is grounded in the principle of subsidiarity, combined with mechanisms of 

European solidarity in crisis management, and involves a set of institutional actors and cooperation 

mechanisms. At the political and normative level, central roles are played by the European Com-

mission, the Council of the European Union, and the European Parliament, while at the technical 

and operational level specialized agencies and structures are involved, such as the European Union 

Agency for Cybersecurity (ENISA) [2], the Computer Emergency Response Team for the EU insti-

tutions (CERT-EU) [3], and the Emergency Response Coordination Centre (ERCC) [4]. 

Complementarily, the European institutional architecture includes platforms and formal 

mechanisms of cooperation established through sector-specific legal instruments, such as the Coop-

eration Group and the CSIRT Network under the regime set by the NIS [5] / NIS2 [6] Directives, as 
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well as the coordination mechanisms provided by the CER Directive on the resilience of critical 

entities [7], which facilitate information sharing, strategic coordination, and public-private dia-

logue. Overall, this framework reflects the transition from a fragmented, predominantly national 

approach to an integrated model of European governance of critical infrastructure resilience, tai-

lored to the interdependent nature of physical and digital risks. 

 

1.2. Research hypothesis, objectives, and contribution of the study 

Research hypothesis.  

The research is structured around the following hypothesis (H) - The EU’s institutional archi-

tecture in the field of critical infrastructure protection and resilience is characterized by a struc-

tural gap between normative initiatives and operational coordination capacity, a gap driven by the 

predominantly non-coercive nature of EU instruments and by the distribution of competences be-

tween the European level and that of the Member States. 

Although the EU has developed, particularly since 2022, a coherent normative framework - 

materialized mainly through the CER and NIS2 Directives - these developments have not eliminat-

ed the structural constraints related to institutional interoperability, decision-making synchroniza-

tion, and the management of cascading effects in situations of hybrid and cross-border crisis. 

The central hypothesis of the study argues that the effectiveness of European resilience gov-

ernance does not depend decisively on the expansion of coercive competences at the EU level, but 

rather on the ability of existing mechanisms to function as instruments of institutional orchestration, 

based on cooperation, procedural interoperability, information sharing, and institutional learning.  

Research objectives.  

General research objective (G.O.) - To analyse and evaluate the EU’s institutional architec-

ture in the field of critical infrastructure protection and resilience, from the perspective of its ca-

pacity to manage complex, hybrid, and cross-border risks within a multilevel governance frame-

work shaped by legal and political constraints related to Member State sovereignty. 

In order to achieve this general objective, the study pursues the following specific objectives: 

O1. Mapping the EU-level institutional framework relevant to the protection and resilience of 

critical infrastructures, with a focus on the roles and competences of the main European institution-

al actors and on the mechanisms established by the CER and NIS2 Directives. 

O2. Analysing the functional logic of the EU’s institutional architecture by identifying the 

levels of governance (normative-strategic, political-institutional coordination, and technical-

operational) and the relationships between them. 

O3. Assessing the degree of integration of the physical and digital dimensions of resilience 

within EU policies and mechanisms, particularly in the context of hybrid risks and sectoral interde-

pendencies. 

O4. Identifying the structural limitations of the EU’s non-coercive governance model, with 

an emphasis on institutional interoperability, information sharing, decision-making temporality, and 

the management of cascading effects. 

O5. Functionally testing the institutional architecture through the application of a qualitative 

evaluation matrix to relevant crisis scenarios, designed to highlight the actual capacity for coordina-

tion under conditions of operational pressure. 

O6. Formulating analytical conclusions regarding the operating conditions and long-term 

sustainability of EU resilience governance, with relevance for both academic research and public 

policymaking.  

Contribution of the study.  

The contribution of the study is theoretical, analytical, and methodological, situated at the in-

tersection of European studies, public policy analysis, and risk governance. 

From a theoretical perspective, the research contributes to the conceptualization of critical in-

frastructure protection as an issue of resilience governance, rather than exclusively as a field of 
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sectoral security or technical risk management. The study integrates concepts such as multilevel 

governance, governance by orchestration, systemic risks, and hybrid crises, offering an analytical 

framework applicable to other areas of EU policy as well. 

From an analytical perspective, the study proposes a qualitative evaluation matrix of the 

EU’s institutional architecture, which enables a functional assessment of coordination capacity be-

yond the formal description of competences. Applying this matrix to crisis scenarios contributes to 

the identification of recurring patterns of institutional vulnerability and of the conditions under 

which non-coercive cooperation can become effective. 

From a methodological perspective, the study demonstrates the usefulness of scenario-based 

analysis as an instrument of institutional assessment in a field characterized by limited access to 

operational data for security-related reasons. 

 

1.3. Research methodology 

The research is based on a qualitative, interdisciplinary, and multi-method analysis, specific 

to a field - the protection and resilience of critical infrastructures - characterized by institutional 

diversity, sectoral interdependencies, and limitations in access to operational empirical data. 

The research design is structured around an institutional and functional analysis of the EU 

framework for critical infrastructure protection. The study combines legal-institutional analysis 

with functional evaluation tools, aiming to move beyond a purely descriptive level and to examine 

how institutional mechanisms may operate effectively in crisis situations. 

The methods and instruments used are articulated as follows: 

Documentary and legal analysis, employed to examine EU Treaties, relevant legislation (in 

particular the CER and NIS2 Directives), European strategic documents, reports of EU agencies, 

specialized academic literature, and soft law instruments. This method allows for the identification 

of the normative framework, institutional competences, and formal cooperation mechanisms. 

Comparative institutional analysis, applied to identify the roles, functions, and relationships 

among actors involved at different levels of governance, as well as to highlight asymmetries be-

tween the normative and operational levels. 

Construction of a “qualitative evaluation matrix”, which operationalizes the analysis of the 

institutional architecture through a set of functional criteria and indicators (clarity of roles, interop-

erability, information sharing, decision-making temporality, physical-digital integration, manage-

ment of cascading effects, and institutional learning). 

Scenario analysis, used as the main instrument for the functional testing of the institutional 

architecture. The scenarios are designed to reflect plausible hybrid crises, characterized by sectoral 

interdependencies and the overlap of physical and digital dimensions, enabling the assessment of 

institutional flows and friction points under conditions of operational pressure. 

Methodological justification. The choice of these methods is justified by the impossibility to 

access sensitive operational data related to incidents in the field of critical infrastructures. In this 

context, scenario analysis and qualitative evaluation provide an appropriate methodological frame-

work for examining potential institutional capacities and the structural limits of EU governance. 

Methodological delimitations. The study focuses on governance at the EU level, without de-

veloping in-depth national case studies, and does not seek to quantitatively measure institutional 

performance. The results should be interpreted as analytical assessments of the capacities and struc-

tural constraints of the institutional architecture, rather than as operational evaluations of perfor-

mance in real incidents. 
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1.4. Review of the specialized literature 

The specialized literature on the protection of critical infrastructures and their resilience at the 

EU level is extensive, interdisciplinary, and continuously evolving, reflecting the complexity of the 

field and the diversity of contemporary threats. It brings together contributions from security stud-

ies, public policy analysis, European studies, risk governance, and, more recently, from literature 

dedicated to systemic resilience and hybrid crises. Despite this thematic diversity, the literature 

remains fragmented, often structured along sectoral lines (energy, transport, cybersecurity) or 

around the traditional distinction between physical and digital security. 

 Security - and risk management-centered approaches. The earliest relevant contributions in 

the field of critical infrastructures were characterized by a classical security logic, focused on phys-

ical protection, the prevention of sabotage, and the reduction of vulnerabilities to deliberate threats. 

The literature at this stage addresses critical infrastructures as strategic assets, whose protection 

constitutes a responsibility of the state, explicitly assumed within national security policies. The 

studies focus on identifying critical sectors, assessing risks, and developing protection measures 

proportional to the level of threat [8-11]. 

Subsequently, with the increase in the frequency of natural and technological disasters, the 

literature addressed issues specific to risk management and civil protection, placing emphasis on 

the continuity of essential functions and on post-crisis recovery capacity [12-14]. This transition 

marked an initial conceptual evolution; however, approaches largely remained sectoral and were 

treated from the perspective of national-level responsibility, with limited attention paid to the Euro-

pean dimension of institutional coordination. 

 Literature on resilience and systemic risks. A second important body of literature is repre-

sented by studies dedicated to resilience, a concept that has experienced accelerated development 

over the past two decades. Within this framework, critical infrastructures are analyzed as compo-

nents of complex socio-technical systems, characterized by interdependencies, non-linearity, and 

the potential emergence of cascading effects. The literature on systemic risks emphasizes that local 

disruptions can generate disproportionate consequences, exceeding the management capacity of 

individual actors [15-18]. 

Although these contributions provide a solid conceptual framework for understanding the 

vulnerabilities of critical infrastructures, they often focus on the technical and functional dimen-

sions of resilience, paying relatively limited attention to the institutional and governance mecha-

nisms through which resilience is built and maintained. Consequently, resilience-focused literature 

explains well why infrastructures are vulnerable, but less so how political and institutional respons-

es are coordinated at the supranational level. 

 Contributions from European studies and multilevel governance. The literature in this field 

offers a third set of relevant perspectives through the analysis of multilevel governance and the dis-

tribution of competences between the EU and the Member States. Numerous authors highlight the 

legal and political constraints that limit the EU’s ability to act coercively in sensitive domains such 

as national security and the protection of essential infrastructures. In this context, the EU is concep-

tualized as an actor with a coordinating, standard-setting, and facilitating role, rather than as an 

operational authority [19-23]. 

Studies dedicated to European cybersecurity and civil protection policies highlight the emer-

gence of forms of governance based on networks, cooperation, and soft law, which allow for the 

integration of national capacities without a formal transfer of sovereignty. However, some analyses 

tend to focus either on a single normative instrument (for example, the NIS/NIS2 Directive) or on a 

single institutional dimension, without providing an integrated assessment of the European archi-

tecture as a whole [24-26]. 
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 Literature on hybrid crises and physical–digital integration. An emerging strand of the lit-

erature is dedicated to hybrid threats, highlighting the blurring of boundaries between traditional 

conflicts, cyberattacks, infrastructural sabotage, and information manipulation. These studies high-

light that critical infrastructures constitute preferred targets of hybrid strategies, precisely because 

of their central role in the functioning of modern societies [27-30]. Although the combined nature 

of physical and digital vectors is explicitly acknowledged, the analytical integration of these dimen-

sions remains limited. Approaches are often parallel: cybersecurity is predominantly treated from a 

technical and normative perspective, while the protection of physical infrastructures is analyzed 

through the lens of functional resilience and civil protection. Institutional mechanisms capable of 

ensuring convergence and systematic coordination between these domains are rarely addressed in a 

coherent manner. 

 Identified gaps and positioning of the study. The analysis of the specialized literature re-

veals three major gaps. First, there is analytical fragmentation among sectoral approaches, which 

limits the ability to capture interdependencies and cascading effects among critical infrastructures. 

Second, the literature pays insufficient attention to the concrete functioning of the European institu-

tional architecture, focusing either on normative analysis or on the technical dimension of resili-

ence. Third, physical-digital integration is treated more as a declarative objective than as a problem 

of institutional design and operational coordination. 

The present study positions itself at the intersection of these research directions, proposing an 

integrated analysis of the European institutional architecture for the protection of critical infrastruc-

tures from the perspective of resilience governance. By employing the concepts of multilevel gov-

ernance and governance by orchestration, by constructing an qualitative evaluation matrix, and by 

functionally testing existing mechanisms through hybrid crisis scenarios, the research contributes to 

overcoming the fragmentation of the literature and to a more nuanced understanding of the poten-

tial and limitations of the European model. 

 

2. Institutions involved in the protection and resilience of critical infrastructures 

2.1. The European Commission 

The European Commission plays a central role, within the limits of the competences con-

ferred by the Treaties, in defining, coordinating, and monitoring EU policies on the protection and 

resilience of critical infrastructures, acting as a legislative initiator, political coordinator, and super-

visor of implementation at the level of the Member States. Its activity is structured through several 

sectoral or transversal Directorates-General, with support or coordination functions, each having 

specific responsibilities.  

Within the category of sectoral Directorates-General are included: 

Directorate-General for Migration and Home Affairs (DG HOME) [31] - is responsible for 

the development and coordination of EU policies in the field of internal security, including cyber-

security, the protection of critical infrastructures, and cooperation among Member States for the 

management of cross-border risks. 

Directorate-General for Communications, Networks, Content and Technology (DG CON-

NECT) [32] - develops and implements digital policies aimed at preparing Europe for the digital 

age, areas such as digital infrastructure, cybersecurity, regulation of digital markets, and the promo-

tion of cutting-edge technologies, thereby contributing to increased digital resilience and to 

strengthening the EU’s Digital Single Market. 

Directorate-General for Energy (DG ENERGY) [33] - develops and coordinates EU policies 

in the energy sector, including security of energy supply, the integration of energy markets, and the 

transition to clean and efficient energy sources, thereby contributing to the resilience of the Euro-

pean energy system within the framework of EU energy and climate policies. 

Directorate-General for Mobility and Transport (DG MOVE) [34] - is responsible for the 

development and implementation of EU policies in the field of mobility and transport, aiming to 
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build a safe, efficient, sustainable, and interconnected European transport system. Through its man-

dates, it contributes to the sectoral resilience of critical transport infrastructures within the frame-

work of European mobility and infrastructure policies. 

Directorate-General for European Civil Protection and Humanitarian Aid Operations (DG 

ECHO) [35] - is responsible for coordinating the EU response to emergencies and crises by manag-

ing civil protection and humanitarian aid policies and mechanisms, mobilized both within the EU 

and internationally, with a view to preventing, mitigating, and managing the consequences of disas-

ters and major crises. 

Directorate-General for Health and Food Safety (DG SANTE) [36] - plays a direct sectoral 

role in the protection and resilience of critical infrastructures in the fields of health and food safety, 

through the development and coordination of EU policies on public health, the prevention and 

management of cross-border health threats, and the assurance of the continuity of essential food 

supply chains. 

Directorate-General for Environment (DG ENV) [37] - develops and coordinates EU envi-

ronmental policies, having a direct sectoral role in strengthening the resilience of critical infrastruc-

tures, in particular drinking water and wastewater infrastructures, by integrating the prevention and 

management of environmental risks into the European regulatory framework. 

Directorate-General for Internal Market, Industry, SMEs (DG GROW) [38] - is responsible 

for policies related to the internal market, industry, and supply chains, having an indirect sectoral 

role in the protection and resilience of critical infrastructures by strengthening industrial capacities, 

product safety, and the resilience of supply chains for essential goods and technologies. 

Directorate-General for Climate Action (DG CLIMA) [39] - develops and coordinates EU 

policies in the field of climate action, having a transversal role in strengthening the resilience of 

critical infrastructures by integrating climate risk assessment and management into relevant sectoral 

policies, particularly for infrastructures exposed to the effects of climate change. 

Within the category of Directorates-General with a transversal, support, or coordination 

role are included: 

Directorate-General for Research and Innovation (DG RTD) [40] - plays a transversal sup-

port role in the protection and resilience of critical infrastructures by supporting research and inno-

vation in the fields of security, risk management, and the development of advanced technologies 

relevant for adapting critical infrastructures to emerging threats. 

Directorate-General for Defence Industry and Space (DG DEFIS) [41] - fulfills a strategic 

sectoral role in the protection and resilience of critical infrastructures in the space domain by man-

aging EU policies on space and the defence industry and by strengthening strategic autonomy and 

the continuity of essential satellite services, which are explicitly recognized as critical sectors. 

In addition, the European Commission monitors the transposition and implementation of the 

CER and NIS2 Directives at the level of EU Member States, assesses national resilience reports, 

and ensures coherence between sectoral policies and horizontal policies related to security and the 

continuity of essential services. 

 

2.2. The European Parliament 

The European Parliament plays an essential role in the EU’s institutional architecture in the 

field of protection and resilience of critical infrastructures, primarily through its legislative, demo-

cratic oversight, and political guidance functions, as follows: 

Legislative function. Pursuant to the Treaty on European Union (TEU) [1, Art. 14(1)], the 

European Parliament acts as a co-legislator, alongside the Council of the European Union, within 

the ordinary legislative procedure provided for by the Treaty on the Functioning of the European 

Union (TFEU) [42, Art. 289], participating in the adoption of legal acts relevant to the protection 

and resilience of critical infrastructures. Within this framework falls the Parliament’s contribution 

to the adoption of the CER Directive [7] and the NIS2 Directive [6], as well as of other related in-
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struments in the field of cybersecurity and digital resilience. Through the amendments it proposes 

and the positions it adopts, the European Parliament influences the substance of the norms, seeking 

to clarify the obligations of EU Member States, ensure the proportionality of security measures, and 

integrate requirements concerning the protection of fundamental rights. 

Democratic scrutiny and oversight of EU policies. Pursuant to the provisions of the TEU [1, 

Article 14(1)] and the TFEU [42, Article 230], the European Parliament exercises democratic con-

trol over the manner in which the European Commission designs and implements policies on the 

protection and resilience of critical infrastructures. This role is carried out through hearings, par-

liamentary questions, evaluation reports, and plenary debates on the application of European legis-

lation, as well as through monitoring the transposition and implementation of the CER and NIS2 

Directives at the level of the Member States. In this context, the Parliament contributes to maintain-

ing a balance between security objectives, the continuity of essential services, and respect for the 

rule of law. 

Functions of specialized parliamentary committees. The activity of the European Parliament 

in the field of critical infrastructures is structured mainly through specialized parliamentary com-

mittees, which ensure thematic expertise and continuity of political oversight. A central role is 

played by the Committee on Civil Liberties, Justice and Home Affairs (LIBE) [43], which is com-

petent in matters of internal security, the protection of fundamental rights, justice, and home affairs, 

and which oversees resilience policies from the perspective of their impact on civil liberties and 

democratic governance, as enshrined in the TEU [1, Articles 2 and 6]. Complementarily, the Com-

mittee on Industry, Research and Energy (ITRE) [44] contributes to addressing the sectoral dimen-

sions of critical infrastructures, in particular in the fields of energy, transport, digital infrastructure, 

and the internal market, playing a relevant role in aligning security objectives with those of compet-

itiveness and the energy transition. Last but not least, the Subcommittee on Security and Defence 

(SEDE) [45] addresses the strategic and defence dimension of critical infrastructures. 

Political guidance and strategic orientation function. In addition to its legislative role, the 

European Parliament shapes EU policies in the field of the protection and resilience of critical in-

frastructures through resolutions, reports, and political positions. These instruments, adopted pursu-

ant to its representative function as provided for by the TEU [1, Art. 10(2)], promote an integrated 

approach to resilience that encompasses physical, digital, societal, and environmental dimensions, 

as well as the need for cooperation at the European and international levels. 

Function of integrating the fundamental rights dimension. An important contribution of the 

European Parliament consists in integrating the fundamental rights dimension into policies con-

cerning critical infrastructures. Through its legislative and oversight activities, the Parliament seeks 

to ensure that security and resilience measures are compatible with the protection of privacy, per-

sonal data, civil liberties, and the principles of the rule of law. 

At the same time, the European Parliament supports the development of a European finan-

cial framework dedicated to investments in resilience, using budgetary instruments and multian-

nual programming to integrate security and risk-adaptation objectives into the EU’s recovery and 

innovation policies. In this regard, through the exercise of its budgetary and political oversight 

powers, pursuant to the provisions of the TEU [1, Art. 14(1)] and the TFEU [42, Art. 314], the Par-

liament has supported the allocation of resources, through the Recovery and Resilience Facility 

(RRF) [46], for the modernization of essential infrastructures, the strengthening of the resilience of 

energy, digital, and health systems, and the reduction of structural vulnerabilities highlighted by 

recent crises. Complementarily, the Parliament supports the implementation of the Horizon Europe 

programme [47] as a strategic instrument for financing research and innovation in the fields of se-

curity, risk management, and the development of advanced technologies aimed at enhancing the 

resilience of critical infrastructures, thereby contributing to the implementation of an integrated 

approach that links public investment, technological innovation, and the EU’s resilience objectives. 
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2.3. The Council of the European Union 

The Council of the EU plays a central role in the field of the protection and resilience of criti-

cal infrastructures, primarily through its legislative functions and its role in coordinating the poli-

cies of the Member States, as follows: 

Legislative function. The co-legislative function of the Council of the EU is exercised jointly 

with the European Parliament, pursuant to the provisions of the TEU [1, Art. 16] and the TFEU 

[42, Art. 289]. Through its participation in the ordinary legislative procedure, it contributes directly 

to the adoption of the binding regulatory framework applicable to the Member States in the field of 

the protection and resilience of critical infrastructures. Particularly relevant is its contribution to the 

adoption of the CER Directive and the NIS2 Directive, which constitute the main pillars of the Eu-

ropean security and resilience architecture. 

Within the legislative process, the Council of the EU represents the interests of the Member 

States and acts as the principal forum for negotiation, in which differences in administrative capaci-

ty, levels of risk, strategic priorities, and normative approaches are reconciled. It also plays an es-

sential role in balancing protection and resilience objectives with national competences in the field 

of national security, as enshrined in the TEU [1, Art. 4(2)]. 

The negotiations conducted within the Council of the EU have had a significant influence on 

the delineation of the scope of the adopted legal acts, on the degree of harmonization imposed on 

the Member States, and on the design of the coordination mechanisms established by the CER and 

NIS2 Directives. In this respect, the Council has contributed to the establishment of a predominant-

ly non-coercive approach, based on risk assessments, cooperation, information exchange, and pri-

mary national responsibility, avoiding the direct transfer of operational competences to the EU lev-

el. This option reflects a structural compromise between the need for strengthened European action 

and respect for the prerogatives of the EU Member States. 

Policy coordination function of EU Member States. On the basis of the TEU [1, Article 

16(1)], the Council of the EU exercises policy coordination functions among the Member States, 

including in crisis situations. This role is implemented through the adoption of conclusions and 

other soft law instruments, in accordance with the TFEU [42, Article 292], which express common 

positions and guide the action of EU institutions. In contexts of crises with cross-border impact - 

such as major disruptions of energy infrastructures, large-scale cyberattacks, or emergency situa-

tions with cascading effects - the Council of the EU facilitates the alignment of national responses 

and the strengthening of European solidarity, without substituting the operational competences of 

the Member States. 

The activity of the Council of the EU in the field of critical infrastructures is structured 

through its various configurations, depending on the sector concerned (for example, Home Affairs, 

Energy, Transport, Telecommunications), as provided for in the TEU [1, Article 16(6)], as well as 

through preparatory work carried out at the level of specialized working parties and the Committee 

of Permanent Representatives, expressly provided for in the TEU [1, Article 16(7)] and detailed in 

the TFEU [42, Article 240]. These structures enable the integration of the sectoral dimensions of 

critical infrastructure resilience and ensure the coherence of Member States’ positions in relation to 

initiatives of the European Commission, while also facilitating the alignment of security policies 

with those concerning energy, transport, digitalisation, and civil protection. 

Although the institution does not hold direct operational competences in the protection of 

critical infrastructures, its role is essential in providing political legitimacy to European action and 

in maintaining a functional framework of intergovernmental cooperation. Through its capacity to 

integrate and harmonize the interests of the Member States and to mediate between the national and 

supranational levels, it contributes to the stability and sustainability of the European resilience ar-

chitecture. 
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2.4. The Council of Europe 

The Council of Europe plays an indirect but significant role in the field of critical infrastruc-

tures by promoting the governance of major risks, societal resilience, and international cooperation 

in the prevention and management of disasters. Relevant activities in this regard include the follow-

ing: 

The EUR-OPA Agreement on Major Hazards. It represents the Council of Europe’s princi-

pal instrument in the field of critical infrastructures, aiming to strengthen cooperation among partic-

ipating states in the areas of prevention, preparedness, and response to natural and technological 

disasters [48]. As a pan-European mechanism of intergovernmental cooperation (complementary 

to, yet distinct from, the EU architecture), its activity is structured around a network of specialized 

centres and thematic programmes. These focus on risk assessment, vulnerability reduction, and the 

protection of infrastructures exposed to major risks, and emphasize the importance of integrating 

critical infrastructures into national policies on disaster risk reduction and the strengthening of so-

cietal resilience [49]. 

Development of national legal and institutional frameworks. The Council of Europe sup-

ports EU Member States in the development of the legal and institutional framework for the man-

agement of major risks, including those that may affect critical infrastructures, through legal exper-

tise, thematic assessments, and policy recommendations. In this regard, the declarations and resolu-

tions adopted encourage states to adopt integrated prevention policies, to strengthen the resilience 

of essential infrastructures, and to ensure coherence between civil protection, spatial planning, and 

societal security policies [50]. 

Promotion of international cooperation and the development of a risk culture. An im-

portant pillar of the Council of Europe’s contribution is the promotion of international cooperation 

and the development of a risk culture, through training programmes, the exchange of best practices, 

and public awareness initiatives. Documents developed within the framework of EUR-OPA, such 

as “Resolution 2011-1 on ethical principles relating to disaster risk reduction and their contribution 

to strengthening population resilience to disasters”, highlight the responsibility of states to integrate 

prevention, the protection of persons, solidarity, public information, and respect for human rights 

into policies aimed at strengthening societal resilience to disasters [51]. 

Improving risk governance and protection policies. The Council of Europe contributes to 

improving risk governance through analytical reports, ministerial conclusions, and recommenda-

tions adopted within the framework of the EUR-OPA Agreement [48], which promote interinstitu-

tional coordination, the integration of risk assessments into decision-making processes, and the 

development of coherent preventive policies. These soft law instruments complement the EU’s 

normative framework and support states in adapting national policies to current risks. 

In conclusion, through its instruments of intergovernmental cooperation, soft law mecha-

nisms, and the expertise developed within the EUR-OPA Agreement, the Council of Europe mean-

ingfully complements the EU’s normative framework, contributing to the consolidation of a coher-

ent, preventive, and resilience-oriented approach to the management of major risks that may affect 

critical infrastructures. Nevertheless, the role of the Council of Europe in the field of critical infra-

structures remains constrained by the non-binding nature of its instruments and by its dependence 

on the willingness of the UE Member States to transpose the recommendations put forward. 
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3. Sectoral structures and cooperation platforms for critical infrastructures 

3.1 The European Union Agency for Cybersecurity (ENISA) 

The EU has progressively developed a normative and institutional architecture aimed at 

strengthening cyber resilience, at the centre of which lies ENISA, a governance instrument de-

signed to ensure the convergence of national policies and to facilitate a common approach to cyber 

risks affecting critical infrastructures [2]. 

Initially conceived as an agency with limited competences, ENISA operated within an institu-

tional framework based on heterogeneous national regulations and voluntary cooperation - an ap-

proach that reflected the perception of cybersecurity as an integral part of national security. The 

intensification of cyberattacks against critical infrastructures and their predominantly cross-border 

nature have highlighted the limitations of this institutional framework [52]. 

The adoption of the Cybersecurity Act Regulation in 2019 marked a decisive stage in the 

maturation of European cybersecurity policy, through the expansion of ENISA’s competences and 

the recognition of the complex nature of cyber threats [53, Arts. 3-7]. From the perspective of criti-

cal infrastructure protection, this change enables the development of instruments capable of re-

sponding effectively to systemic risks manifesting across the European space. Accordingly, the 

establishment of the European cybersecurity certification framework for ICT products, services, 

and processes [53, Arts. 46-65] has significant implications for critical infrastructures, as their secu-

rity depends directly on the reliability of the technologies used. Through common certification 

standards, internal market fragmentation is reduced, trust in technological solutions is strengthened, 

and vulnerabilities associated with supply chains are mitigated [54]. 

Beyond the normative dimension, ENISA’s contribution to the protection of critical infra-

structures lies in its strategic knowledge of cyber threats. The periodic reports produced by the 

agency provide a systematic analysis of attack typologies, involved actors, and emerging trends 

[55]. In this way, ENISA represents a key element of European cyber governance, supplying exper-

tise and risk analyses that underpin decision-making processes at the EU level. 

ENISA’s significant role in this field is also shaped by its involvement in cooperation, coor-

dination, and the management of cyber incidents and crises. The European Commission Recom-

mendation (EU) 2017/1584 [56] emphasizes the need for information exchange between CSIRT 

teams and national authorities in order to respond effectively to cross-border cyber incidents. In this 

context, ENISA’s involvement - as a facilitator of information sharing and interinstitutional coop-

eration - contributes to strengthening coordinated incident response capacity at the European level. 

Nevertheless, the analysis of ENISA’s role highlights the structural limitations of European 

governance in the field of cybersecurity. The predominantly non-coercive nature of the agency’s 

competences and the importance of national regulatory frameworks may generate uneven levels of 

protection of critical infrastructures across EU Member States. 

 

3.2 The Computer Emergency Response Team for the EU Institutions (CERT-EU) 

CERT-EU is the structure responsible for the prevention, detection, and management of cy-

bersecurity incidents affecting EU institutions, agencies, and bodies. Although the Cybersecurity 

Act does not explicitly define the role of CERT-EU, it operates as a specialised operational capabil-

ity, complementary to ENISA, within an institutional environment characterised by the distribution 

of cybersecurity competences among multiple entities, each endowed with distinct mandates and 

responsibilities [3]. In this regard, CERT-EU represents an interface element of European cyber 

governance, facilitating the connection between the EU institutional level and the broader cyberse-

curity ecosystem of the Member States, namely the network of national CSIRTs [57]. 

From a functional perspective, CERT-EU plays a central role in the monitoring of cyber 

threats, incident analysis, and the provision of early warnings to relevant EU institutions. Through 

its threat intelligence and information-sharing activities, CERT-EU contributes to enhancing the 

233



Annals of the „Constantin Brâncuşi” University of Târgu Jiu, Economy Series, Issue  2/2026 

 

„ACADEMICA BRÂNCUŞI” PUBLISHER, ISSN 2344 – 3685/ISSN-L 1844 - 7007 

 

 

capacity of European institutions to anticipate and manage cyberattacks with potential systemic 

impact [58]. This role is particularly significant in the context of threats aimed at the long-term 

compromise of European informational and digital infrastructures. At the same time, by contrib-

uting to the cybersecurity of EU institutions, CERT-EU indirectly supports decision-making pro-

cesses, institutional continuity, and public trust in the EU’s ability to manage complex risks in an 

environment marked by hybrid threats and geopolitical competition [57, 58]. 

Notably, by virtue of their nature and scope, CERT-EU’s activities highlight the structural 

constraints affecting cybersecurity at the EU level, stemming from the absence of direct coercive 

competences and the Union’s reliance on the voluntary cooperation of Member State institutions 

[59]. Furthermore, the complexity of the European institutional environment may hinder coordina-

tion processes and the rapid implementation of security measures in situations of cyber crisis. 

Despite these limitations, the progressive consolidation of CERT-EU’s role reflects the grow-

ing recognition that the cybersecurity of European institutions constitutes an essential component of 

EU resilience [60]. 

 

3.3 The European Emergency Response Coordination Centre (ERCC) 

ERCC represents the operational core of the EU Civil Protection Mechanism, with the role of 

coordinating the European response to major emergencies, including natural disasters, technologi-

cal crises, and events with significant impact on the functioning of critical infrastructures and es-

sential services within European societies [4]. In the current context, marked by strong interde-

pendencies between physical and digital infrastructures, the role of the ERCC has gained increased 

relevance in crisis management [61]. 

From an institutional perspective, the ERCC operates as a shared operational capacity within 

a framework characterised by distributed competences, in which primary responsibility for emer-

gency management remains at the level of the Member States, while the role of the European Un-

ion is one of coordination and support. This configuration reflects the application of the principle of 

subsidiarity, while also highlighting the structural limits of European intervention in the field of 

civil protection [62]. 

At the operational level, the ERCC contributes to the anticipation of potential negative effects 

on critical infrastructures and to supporting decisions regarding resource mobilisation (early warn-

ing function) through the continuous monitoring of risks and emergency situations with potential 

systemic impact, as well as through the collection, analysis, and dissemination of relevant infor-

mation to the competent European institutions [63]. In addition, the ERCC coordinates mobilisation 

at EU level within the framework of the Union Civil Protection Mechanism (UCPM), by managing 

the capacities made available by the Member States and by activating the common rescEU reserves 

[4]. Rapid mobilisation capacity represents an essential instrument for limiting negative effects on 

critical infrastructures during major emergencies and for restoring the essential functions of society. 

Although the activity of ERCC is primarily focused on risks of a physical and natural nature, 

recent developments have highlighted an increasingly pronounced convergence between the field 

of civil protection and the cybersecurity dimension [61]. Accordingly, in situations of complex cri-

ses, where natural disasters may be accompanied by digital disruptions or cyberattacks, cooperation 

between the ERCC, ENISA, and CERT-EU becomes essential for ensuring an integrated and co-

herent response at EU level. 

Nevertheless, the role of the ERCC is shaped by certain structural limitations, such as the ab-

sence of direct coercive competences and its dependence on the willingness of EU Member States 

to provide response capacities for major emergencies. These constraints highlight the persistent 

tension between the need for enhanced European coordination and the preservation of national sov-

ereignty in the field of emergency management [64, 65]. 

Despite these constraints, the progressive strengthening of the ERCC’s role underscores the 

recognition of effective emergency management as a core component of EU resilience [66] and 
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confirms its positioning as an operational pillar of the European crisis management architecture, 

within a resilience governance model grounded in solidarity, cooperation, and interoperability. 

 

3.4 Coordination centres for critical infrastructures 

The EU has developed sectoral resilience mechanisms that complement the roles performed 

by ENISA, CERT-EU, and ERCC, thereby shaping a European approach to the protection of criti-

cal infrastructures based on sectoral governance, voluntary cooperation, and standardisation pro-

cesses, as follows: 

The European Energy Information Sharing and Analysis Centre (EE-ISAC) [67] is a Eu-

ropean cooperation platform dedicated to information sharing (among energy operators, public au-

thorities, and other relevant stakeholders) and risk analysis in the energy sector, with a particular 

focus on cyber and hybrid threats. The role of EE-ISAC is especially relevant in a context marked 

by high interdependencies between national energy infrastructures and by their increased vulnera-

bility to cyberattacks, sabotage, and deliberate disruptions, as, through the strengthening of volun-

tary cooperation and trust, it contributes to raising risk awareness and to enhancing the capacity of 

the European energy sector to prevent, detect, and manage incidents with potential systemic impact. 

The European Union Agency for Railways (ERA) [68] is the EU agency responsible for 

promoting the safety, interoperability, and efficiency of the European railway system, in a context 

in which the growing reliance of modern railway systems on digital technologies, automated con-

trol systems, and cross-border interconnection amplifies vulnerabilities to cyber threats. ERA con-

tributes to strengthening the resilience of the railway sector through the development of common 

standards, technical recommendations, and assessment frameworks, thereby supporting EU Mem-

ber States and operators in managing risks that may affect railway transport safety at the European 

level. 

The European Union Aviation Safety Agency (EASA) [69] is the EU’s central authority in 

the field of civil aviation safety, playing an essential role in the regulation, oversight, and harmoni-

sation of aeronautical safety standards. In the current context, characterised by the accelerated digi-

talisation of aviation and the increasing diversification and complexity of threats, EASA has pro-

gressively integrated cybersecurity and critical aviation infrastructure resilience dimensions into its 

mandate. Through the development of regulations, guidelines, and risk assessments, EASA con-

tributes to the anticipation and management of threats that may affect flight safety, airport opera-

tions, and air traffic management systems, thereby strengthening the resilience of the European 

aviation sector. 

 

3.5 The Cooperation Group and the CSIRT Network under the NIS/NIS2 framework 

The adoption of the NIS Directive and, subsequently, the NIS2 Directive has established a 

European model of cybersecurity governance grounded in cooperation, information sharing, and 

coordination among EU Member States, with the Cooperation Group and the CSIRT Network serv-

ing as its central pillars - complementary mechanisms for the management of cyber risks. 

The Cooperation Group, initially established under the NIS Directive [5, Art. 11] and further 

strengthened by the NIS2 Directive [6, Art. 14], represents the primary cooperation mechanism 

between EU Member States, the European Commission, and ENISA. The Group supports the con-

vergence of national cybersecurity policies by facilitating the exchange of best practices, fostering a 

shared understanding of cyber risks and threats, and coordinating strategic orientations at EU level, 

including with regard to the uniform implementation of the NIS2 Directive. In this respect, the 

Group functions as a strategic governance mechanism, lacking direct coercive powers but playing 

an essential role in reducing fragmentation and in promoting a coherent approach to cybersecurity 

across critical sectors. 

The CSIRT Network, as provided for under the NIS Directive [5, Art. 12] and the NIS2 Di-

rective [6, Art. 15], constitutes the operational pillar of European cooperation in the field of cyber-
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security, complementing the strategic dimension represented by the Cooperation Group. The role of 

the Network is to support the prevention, detection, and management of cyber incidents with cross-

border impact, particularly in essential and important sectors, as defined by the NIS2 Directive. 

Through early warning mechanisms, information sharing, and technical coordination, the CSIRT 

Network contributes to strengthening the EU’s collective capacity to respond rapidly and effective-

ly to complex cyber threats. 

The Cooperation Group and the CSIRT Network highlight a functional division at EU level 

between the strategic-political and the technical-operational levels, a complementarity that allows 

cybersecurity to be addressed both as a public policy issue and as an operational challenge, without 

encroaching upon national security competences. The functioning of both mechanisms is based on 

voluntary cooperation and information sharing, a feature that underscores both the structural limits 

of European cybersecurity governance and the advantages of a flexible model that contributes to 

reducing systemic vulnerabilities and strengthening digital resilience at EU level. 

 

3.6 Coordination mechanisms provided for by Directive (EU) 2022/2557 on the resilience of 

critical entities (CER Directive) 

The adoption of the CER Directive reflects a paradigm shift in the EU’s approach to critical 

infrastructures, marking a transition from a sectoral and reactive model to an integrated framework 

oriented towards resilience and the management of complex risks, in which coordination mecha-

nisms ensure a coherent and convergent approach among Member States in the face of transbound-

ary and hybrid threats [7], as follows: 

The CER Directive establishes accountability mechanisms requiring EU Member States to 

put in place resilience frameworks for critical entities [7, Arts. 5 and 6], based on periodic national 

assessments of significant risks (natural, technological, cyber, deliberate, etc.) that may affect the 

provision of essential services. These processes form the basis for the subsequent identification of 

critical entities, the definition of resilience measures, and coordination between national and Euro-

pean levels. 

Furthermore, the Directive introduces coordination and information-sharing mechanisms be-

tween EU Member States and the European Commission [7, Arts. 5, 7 and 9], establishing obliga-

tions related to notification, cooperation, and structured dialogue aimed at ensuring a coherent EU-

level approach to the resilience of critical entities and promoting the convergence of national ap-

proaches. These obligations strengthen the EU’s capacity to develop an overall picture of systemic 

vulnerabilities and to support the coordination of responses in crisis situations. 

In addition, the CER Directive introduces coordination mechanisms for critical entities of 

European significance [7, Art. 7], providing that, where such entities deliver essential services in 

multiple EU Member States, specific cooperation procedures are established between the affected 

states and the European Commission. 

The Directive also regulates intersectoral and interinstitutional coordination [7, Art. 4, com-

plemented by Arts. 5, 9 and 11], through mechanisms designed to operate complementarily with 

those established under the NIS2 Directive, thereby avoiding overlaps and ensuring an integrated 

approach to physical and digital resilience. 

Finally, the CER Directive provides for the exchange of best practices and mutual support 

among EU Member States [7, Art. 11, complemented by Art. 7], through dedicated European plat-

forms and mechanisms aimed at conducting joint exercises, peer reviews, and strategic guidance at 

EU level. 

Although the coordination mechanisms introduced by the CER Directive strengthen the EU’s 

role in the protection and resilience of critical infrastructures, they remain deliberately non-

coercive, in line with the principle of subsidiarity and with Member States’ competences in the 

field of national security. 
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4. Integrated analysis of the EU’s institutional architecture in the field of critical infrastruc-

ture protection and resilience 

4.1. Introductory considerations on the need for an integrated analysis 

The complexity of contemporary risks - characterised by sectoral interdependencies, trans-

boundary dimensions, and the overlap of physical, digital, and hybrid threats - requires an integrat-

ed approach to the protection and resilience of critical infrastructures at EU level, one that high-

lights the distribution of competences, functional relationships among institutions, coordination 

mechanisms, and the overall logic of governance, as reflected in the recent literature on the transi-

tion from critical infrastructure protection to resilience [19, 21]. 

Accordingly, the European institutional architecture in this field should be analysed as a mul-

tilevel governance system, in which authority is distributed between the national and EU levels, and 

where capacity for action is exercised predominantly through mechanisms of cooperation, standard-

isation, and coordination, rather than through hierarchical command or direct operational control. 

This configuration reflects both the legal constraints imposed by the European Treaties, in particu-

lar the Treaty on European Union (TEU) [1, Art. 4(2)], and the political choices of EU Member 

States. 

The present analysis goes beyond the descriptive level of institutional mapping and seeks to 

identify the levels of governance, the types of authority exercised, and the structural limits of the 

European resilience model. Accordingly, the institutional architecture is examined not as a mere 

aggregation of normative competences, but as a set of interdependent functional relationships, 

whose effectiveness depends on the capacity for cooperation and coordination among the actors 

involved. 

In this context, it should be emphasised that the earlier analyses developed in Chapters 2 and 

3 have a predominantly descriptive and institutional-mapping function, a choice that was deliber-

ately assumed, as the aim was to systematise the European institutional framework in this field. 

This stage provides the necessary foundation for the integrated analysis and functional assessment 

of the institutional architecture developed in Chapters 4 and 5, which constitute the original analyt-

ical contribution of the study. 

Table 1 summarises the main functional levels of the EU’s institutional architecture in the 

field of critical infrastructure protection and resilience, the actors involved, the types of authority 

exercised, and the structural limitations of each level. This synthesis offers the reference framework 

for the detailed analysis developed in the subsequent subsections and enables the formulation of a 

critical diagnosis of the EU’s capacity to ensure effective operational coordination in the face of 

systemic risks. 

 
Functional 

level 
Actors / structures 

Type of 

authority 
Main functions 

Instruments 

used 
Structural limits 

Normative and 

strategic 

European Commis-

sion; Council of the 

EU; European Par-

liament 

Normative, 

political 

Legislative initia-

tive; strategic 

guidance; demo-

cratic legitimacy 

Directives 

(CER, NIS2); 

regulations; 

Council conclu-

sions 

Lack of operational 

competences; inter-

governmental com-

promises 

Political-

institutional 

coordination 

NIS2 Cooperation 

Group; CER mech-

anisms; interinstitu-

tional platforms 

Coordination, 

facilitation 

Policy alignment; 

information ex-

change; crisis 

coordination 

Formal net-

works; coopera-

tion procedures; 

risk assessments 

Dependence on 

voluntary coopera-

tion; uneven im-

plementation 

Technical–

operational 

ENISA; CERT-EU; 

ERCC; CSIRT 

networks 

Technical, 

indirect oper-

ational 

Risk analysis; 

early warning; 

incident support 

Reports; exer-

cises; response 

mechanisms 

No coercive author-

ity; limited re-

sources 

Sectoral 
EE-ISAC; ERA; 

EASA; other agen-
Sectoral 

Standardisation; 

sector-specific 

Guidelines; 

standards; sec-

Sectoral fragmenta-

tion; limited cross-
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cies resilience toral assess-

ments 

sectoral coordina-

tion 

Table 1. Institutional and functional structure of the EU framework for the protection and resilience of 

critical infrastructures 

 

It can be observed that the European institutional architecture for the protection and resilience 

of critical infrastructures is built upon a multilevel governance model, lacking a clear operational 

hierarchy, in which authority is functionally fragmented across levels endowed with asymmetric 

capacities and instruments, a configuration consistent with the conclusions of recent scholarly stud-

ies [19, 20, 21]. In this context, questions arise regarding the EU’s ability to translate this architec-

ture into an effective capacity for coordinated action in situations of systemic crisis. 

The comparative analysis of functional levels reveals a structural gap between the normative 

and strategic level, characterised by a high density of regulation and political legitimacy, and the 

coordination and technical-operational levels, which concentrate the critical functions for incident 

management but operate almost exclusively on the basis of voluntary cooperation and indirect au-

thority. This gap generates an inherent risk of a governance operational deficit - similar to the risks 

of incoherence identified in critical analyses of recent European cybersecurity and resilience poli-

cies [20, 59] - whereby EU legislative initiatives are not supported by institutional mechanisms 

capable of ensuring decision synchronisation, resource prioritisation, and response coherence. 

In particular, Table 1 highlights a structural vulnerability of the European model: the func-

tions that are decisive for the management of hybrid risks - namely rapid information sharing, inter-

institutional coordination, and operational support - are located at levels lacking coercive compe-

tences and procedural enforcement capacity. In the absence of clear mechanisms of interoperability 

and institutional orchestration, the effectiveness of this model depends on extra-legal factors, such 

as a culture of cooperation, mutual trust, and the administrative capacity of EU Member States. 

Furthermore, Table 1 underscores the delineation of the sectoral level as a distinct tier - justi-

fied from the perspective of specialisation and technical expertise - which accentuates the risk of 

functional fragmentation and indicates that the current institutional architecture is better suited to 

managing individual sectoral risks than to addressing cascading effects and systemic disruptions, in 

line with recent studies in the field [70-72]. 

The synthesis presented should not be understood as a mere institutional map, but rather as a 

diagnosis of the structural limitations of EU resilience governance. It indicates that the primary 

challenge lies in the difficulty of transforming a densely regulated architecture into a system capa-

ble of rapid, coherent, and effective coordination. The detailed analysis of each level, developed in 

the following sections, seeks to assess the extent to which this model can overcome these structural 

constraints or whether they represent an inherent cost of European governance, a conclusion con-

sistent with recent critical assessments of the structural limits of European resilience governance 

[19, 20, 59]. 

 

4.2. Functional logic of the EU’s institutional architecture 

From an analytical perspective, the European institutional architecture for the protection and 

resilience of critical infrastructures can be structured into three interdependent functional levels: the 

normative and strategic level, the political-institutional coordination level, and the technical-

operational level. It should be noted that the sectoral level does not constitute an autonomous level 

of governance; rather, although distinct in terms of its degree of specialisation, it functionally inter-

sects the other levels, acting as a tier for the implementation, standardisation, and adaptation of 

resilience requirements to the specificities of each sector (see Chapter 4.1). This structuring makes 

it possible to highlight how competences and responsibilities are distributed and interconnected in 

practice. 

At the normative and strategic level, the EU’s political institutions - the European Commis-

sion, the Council of the European Union, and the European Parliament - define the legal framework 
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and public policy orientations related to critical infrastructure resilience. This level is characterised 

by the adoption of binding legal acts, such as the CER Directive and the NIS2 Directive, as well as 

by the use of soft law instruments intended to ensure flexibility and adaptability to the diversity of 

national contexts. The role of this level is to establish common objectives, minimum requirements, 

and guiding principles, without substituting the operational competences of EU Member States. 

At the political-institutional coordination level, the European architecture relies on mecha-

nisms that facilitate cooperation between Member States and EU institutions, particularly in situa-

tions of crisis or systemic risk. These mechanisms include cooperation platforms, institutionalised 

networks, and coordination procedures, which enable the centralisation and correlation of infor-

mation, the alignment of political positions, and the coordination of national responses in line with 

the European framework in the field. In this way, decision-making coherence is ensured and un-

harmonised interventions are prevented. 

At the technical-operational level, specialised EU agencies and structures - ENISA, CERT-

EU, and ERCC - provide expertise, operational support, and coordination capacities in the man-

agement of incidents and crises affecting critical infrastructures. Although they do not possess di-

rect coercive competences over EU Member States or critical infrastructure operators, they play an 

essential role in strengthening the EU’s collective capacity to prevent, detect, and respond to events 

with systemic impact. 

 

4.3. Integration of the physical and digital dimensions of resilience 

The current European institutional architecture for the protection and resilience of critical in-

frastructures reflects a unitary approach to resilience, understood as an emergent property of inter-

dependent socio-technical systems, in which physical and digital disruptions are perceived as inter-

connected dimensions of the same risk ecosystem. In the scholarly literature, this evolution is often 

associated with the development of forms of hybrid governance [73-75]. 

From a normative perspective, this approach is materialised through the complementarity be-

tween the CER Directive [7] and the NIS2 Directive [6], instruments that operate within different 

legal frameworks but converge on the same functional objective, namely ensuring the continuity of 

essential services in the event of incidents with systemic impact [19, 20, 21]. The CER Directive 

addresses resilience through a predominantly functional logic, focused on the capacity of critical 

entities to prevent, absorb, and recover from such incidents, regardless of their nature. By contrast, 

the NIS2 Directive strengthens the cybersecurity of networks and information systems, highlighting 

that digital incidents can generate systemic effects comparable to those caused by major physical 

disruptions. 

However, the physical-digital integration achieved through these instruments remains, to a 

large extent, an integration of objectives and normative logic, rather than one that is fully realised at 

the institutional and operational levels. From a multilevel governance perspective, the European 

architecture operates predominantly according to a logic of multilevel orchestration, whereby the 

EU establishes common objectives, procedural frameworks, and cooperation mechanisms, without 

possessing direct coercive competences over operational implementation. Within this model, the 

integration of physical and digital dimensions is not imposed hierarchically, but must be achieved 

through coordination, procedural alignment, and information sharing among authorities with dis-

tinct responsibilities. 

This limitation becomes apparent both at EU level and at the level of Member States, in the 

way the mechanisms established under the CER Directive and the NIS2 Directive operate in paral-

lel. Although designed to address the same hybrid risks, they function through separate institutional 

channels and partially divergent procedural logics, which, in the absence of explicit mechanisms 

for interoperability and operational integration, may generate asynchronous responses in crisis situ-

ations. At national level, this challenge is further amplified by the fragmentation of responsibilities 

between authorities primarily oriented towards managing physical impacts and service continuity 
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and those specialised in cybersecurity. In this context, physical-digital integration requires not 

merely informal cooperation, but the capacity to correlate risk assessments, information flows, and 

operational decisions within a coherent hybrid governance framework. 

The integration of the physical and digital dimensions of resilience thus becomes a critical 

test of the EU’s institutional architecture’s actual governance capacity, as also highlighted by sev-

eral recent specialist studies [19, 20, 21]. Although the current normative framework provides the 

foundations for an integrated approach to hybrid risks, its effectiveness depends on the ability of 

multilevel orchestration mechanisms to transform legal complementarity into effective operational 

coordination. The persistence of an institutional orchestration deficit risks limiting the impact of 

the post-2022 reforms, turning physical-digital integration into a declared objective that remains 

insufficiently internalised within the administrative and operational practices of EU Member States. 

 

4.4. The non-coercive character and the role of institutional cooperation 

A defining structural feature of the European institutional architecture in the field of critical 

infrastructure protection and resilience is its predominantly non-coercive character. The EU does 

not possess direct competences to impose operational protection measures, to intervene in the man-

agement of critical infrastructures, or to substitute national authorities in incident management. 

These responsibilities lie with the EU Member States and key operators, reflecting the legal limits 

imposed by the Treaties - particularly the TEU [1, Art. 4(2)] - as well as the significance of critical 

infrastructures from the perspective of national security. In this context, European governance in 

this field is based on an alternative model of exercising authority, commonly referred to as govern-

ance through orchestration, which is centred on institutional cooperation, procedural coordination, 

and normative alignment, rather than on hierarchical command or direct coercion. 

The non-coercive nature of this model generates a range of functional advantages, such as 

tailoring resilience measures to national and sectoral specificities and avoiding the rigid standardi-

sation of Member State responses in the face of heterogeneous and dynamic risks. Moreover, vol-

untary cooperation and information-sharing among EU Member States foster the gradual conver-

gence of intervention and response, as well as the development of a shared risk management culture 

[20, 76, 77]. 

At the same time, this model also gives rise to problematic aspects, stemming from the EU’s 

limited capacity to ensure the real-time synchronisation and coordination of decisions, the prioriti-

sation of resources, and the coherence of national responses, particularly in the management of hy-

brid risks, where physical and digital interdependencies require rapid and coordinated action among 

institutional actors. Consequently, the effectiveness of governance through cooperation depends to 

a large extent on extra-legal factors, such as the level of mutual trust among EU Member States, 

their willingness to cooperate and share sensitive information, and the administrative capacity of 

the competent national authorities [20, 76, 77]. 

Therefore, the non-coercive character of the European institutional architecture should not be 

interpreted exclusively as a normative limitation, but rather as a structural choice with ambivalent 

implications. It provides flexibility and respects Member State sovereignty, but it also conditions 

governance effectiveness on high levels of cooperation, trust, and institutional capacity. Analysing 

this balance between national autonomy and European coordination is essential for understanding 

both the potential and the limits of the European resilience model. 

 

4.5. Structural limitations and operating conditions of EU resilience governance 

The integrated analysis of the EU-level institutional architecture for the protection and resili-

ence of critical infrastructures highlights that the current governance model is characterised by a 

persistent structural tension between high normative density and a limited operational capacity for 

coordination in situations of systemic crisis [19, 52, 59]. Although the post-2022 reforms have sig-

nificantly strengthened the legal framework for resilience, they have not eliminated the gap be-
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tween the strategic level of objective-setting and the operational levels responsible for the effective 

management of risks. This reality is an inherent consequence of a multi-level, non-coercive gov-

ernance model based on cooperation and national responsibility. The integration of the physical and 

digital dimensions of resilience, although advanced from a normative perspective through the com-

plementarity between the CER and NIS2 Directives, remains contingent upon the capacity of na-

tional and European institutions to coordinate procedural mechanisms characterised by differing 

temporalities, mandates, and operational logics. 

From this perspective, the effectiveness of European resilience governance depends on the 

simultaneous fulfilment of a set of conditions that cannot be ensured solely through regulation: the 

existence of functional mechanisms of institutional interoperability; high levels of trust and will-

ingness to share sensitive information; and convergent administrative and technical capacities 

among EU Member States [19, 25, 59]. In the absence of these conditions, the current architecture 

risks generating fragmented and asynchronous responses, particularly in the face of hybrid crises 

with cascading effects. 

Accordingly, the principal vulnerability of the European model does not lie in the absence of 

actors or legal instruments, but in the difficulty of transforming normative orchestration into robust 

operational coordination. This finding suggests that future developments in European policy on the 

protection and resilience of critical infrastructures will need to focus not only on expanding the 

normative framework, but also on strengthening institutional mechanisms for coordination, interop-

erability, and operational learning. In this sense, resilience governance appears less as a problem of 

legal competence and more as one of institutional capacity and cooperative design within a context 

of multiple interdependencies. 

 

4.6. Evaluation matrix of the EU’s institutional architecture in the field of critical infrastruc-

ture protection and resilience 

In order to systematically assess the functioning of the European institutional architecture for 

the protection and resilience of critical infrastructures - beyond the mere description of actors and 

existing mechanisms - the specialised literature indicates the need to operationalise the analysis 

through a coherent set of evaluation criteria and functional indicators, materialised in various 

forms of an evaluation matrix [78–80]. 

The matrix proposed in this study does not aim at a quantitative measurement of institutional 

performance, but rather provides a qualitative framework for comparative assessment, appropriate 

to the non-coercive and multilevel nature of European governance. 

The selected criteria reflect the core functions of resilience - prevention, coordination, re-

sponse, and adaptation - and are formulated so as to be applicable transversally across the different 

institutional levels and mechanisms analysed (normative, coordination, and technical-operational): 

Clarity of institutional roles and responsibilities - refers to the extent to which the institution-

al architecture coherently defines competences, responsibilities, and functional relationships among 

the actors involved. Role clarity is essential to avoiding overlaps, responsibility gaps, and decision-

making ambiguities in crisis situations. 

Institutional and procedural interoperability - reflects the capacity of institutional structures 

and mechanisms to function in a coordinated manner, through compatible procedures, integrated 

communication channels, and a shared operational language. In the context of hybrid risks, interop-

erability is a necessary condition for correlating physical and digital responses. 

Capacity for rapid and secure information exchange - analyses the existence and functionali-

ty of early warning mechanisms, the sharing of sensitive information, and the dissemination of risk 

analysis among national authorities, European agencies, and critical infrastructure operators. 

Temporality and speed of decision-making coordination - concerns the capacity of the institu-

tional architecture to support decision-making and response coordination within timeframes com-
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patible with the dynamics of systemic crises. Differences in temporality between physical and digi-

tal channels constitute a critical evaluation factor. 

Integration of the physical and digital dimensions of resilience - measures the extent to which 

institutional mechanisms enable a unified approach to risks that simultaneously affect physical in-

frastructures and digital systems, avoiding their treatment as separate domains of intervention. 

Capacity to manage cascading effects and sectoral interdependencies - evaluates the extent 

to which the European architecture enables the identification, anticipation, and management of 

chain impacts of disruptions across multiple interconnected critical sectors. 

Mechanisms for institutional learning and adaptation - analyse the existence of institutional-

ised processes for post-crisis evaluation, joint exercises, exchange of best practices, and adjustment 

of policies and procedures based on lessons learned. 

For each evaluation criterion, qualitative indicators can be identified that allow for an as-

sessment of the degree of functionality of the institutional architecture, as presented in the “evalua-

tion matrix” set out in Table 2. 

 
Criterion 

Functional indicators 
Code Description 

C1 
Clarity of institutional roles 

and responsibilities 

Existence of clearly delineated mandates; avoidance of institutional overlaps; 

mechanisms for the designation of competent authorities 

C2 
Institutional and procedural 

interoperability 

Common procedures; cooperation protocols; interinstitutional exercises; com-

patibility of national frameworks 

C3 
Capacity for rapid and secure 

information exchange 

Secure channels; early warning mechanisms; clear rules on the classification 

and use of information 

C4 
Temporality and speed of 

decision-making coordination 

Institutional reaction time; the availability of functional decision-making 

escalation mechanisms; capacity for real-time coordination 

C5 

Integration of the physical 

and digital dimensions of 

resilience 

Coherence between CER and NIS2; coordination between civil protection 

authorities and cybersecurity authorities 

C6 

Capacity to manage cascad-

ing effects and sectoral inter-

dependencies 

Intersectoral risk assessments; cross-sector mechanisms; systemic analysis 

capacity 

C7 
Mechanisms for institutional 

learning and adaptation 

Post-event evaluations; updating of procedures; dissemination of lessons 

learned 

Table 2. EU institutional architecture evaluation matrix for critical infrastructure protection and resilience 

 

The proposed matrix constitutes an analytical tool that enables the functional testing of the 

EU’s institutional architecture against its declared resilience objectives. By applying the criteria 

and indicators to the mechanisms analysed (ENISA, CERT-EU, ERCC, the Cooperation Group, 

and the CER mechanisms), it becomes possible to identify both areas of institutional convergence 

and zones of friction or structural vulnerability. 

This matrix will be used in the following chapter to assess the EU’s capacity to manage hy-

brid crisis scenarios and to formulate conclusions regarding the conditions under which non-

coercive governance can generate effective operational coordination. 

 

5. Functional testing of the EU’s institutional architecture in hybrid crises 

5.1. Considerations on the transition from institutional mapping to functional testing 

The previous chapter has shown that the European institutional architecture for the protection 

and resilience of critical infrastructures operates within the paradigm of non-coercive multi-level 

governance, in which normative coherence and strategic orientation are ensured at the EU level, 

while implementation capacity and response capabilities remain predominantly anchored at the 

national and sectoral levels. This configuration means that the assessment of its performance de-

pends to a large extent on the concrete manner in which cooperation mechanisms succeed in gener-

ating operational coordination among the actors involved. 
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The present analysis moves beyond the descriptive level and seeks to conduct a functional 

testing of the institutional architecture, using the evaluation matrix presented in Chapter 4.6. The 

research logic is pragmatic: since the EU architecture is designed to manage cross-border risks and 

crises with cascading effects, its performance must be assessed in relation to its capacity to sustain 

coordination flows, rather than solely in relation to the formal distribution of competences. 

This approach is consistent with the study’s hypothesis regarding the asymmetry between 

normative regulation and the operational capabilities of European governance. In the terms outlined 

in Chapters 4.1-4.5, functional testing aims to verify whether the model of governance through 

cooperation can reduce the operational deficit or whether, on the contrary, this deficit represents a 

persistent structural cost of European governance. 

 

5.2. Institutional evaluation through scenario-based analysis 

In the absence of a single operational authority responsible for managing critical infrastruc-

ture issues at the EU level, and given the often confidential nature of incidents affecting critical 

infrastructures, direct empirical evaluation of institutional performance is limited. Consequently, 

the use of scenario-based analysis is proposed, a method frequently employed in public policy 

studies and risk governance research [14, 70, 71, 80]. 

The proposed method does not seek to substitute legal analysis, but rather to complement it, 

based on the following clarification: while legal norms establish obligations and procedural mecha-

nisms, scenarios allow for the observation of the temporal and functional compatibility of these 

mechanisms, as well as for the identification of points of institutional friction in crisis situations. 

The scenarios used in the present study are designed to capture interdependencies between 

sectors, the overlap between physical and digital dimensions, the need for rapid information ex-

change, and the activation of higher decision-making levels. For each scenario, the evaluation ma-

trix (see Chapter 4.6) is applied as an analytical framework, and the results are synthesised in quali-

tative terms (high/medium/low), with a focus on the mechanisms that facilitate or hinder coordina-

tion. 

The selection of scenarios is guided by a set of cumulative criteria, intended to ensure institu-

tional relevance, analytical transferability, and the explanatory value of the results, as follows: 

The first criterion concerns the systemic relevance of the sector under analysis. Critical ener-

gy and logistics infrastructure sectors were selected, as they are characterised by a high degree of 

interdependence with other economic sectors and by their societal importance. The selected sectors 

meet this criterion insofar as they are regarded in the specialised literature and in EU documents as 

“nodal sectors,” whose disruption generates cascading trans-sectoral effects. 

The second criterion relates to simultaneous exposure to physical and digital risks. The se-

lected scenarios allow for the examination of situations in which technical malfunctions, cyberat-

tacks, physical failures, and operational constraints manifest as interconnected dimensions of the 

same crisis process. This characteristic is essential for testing the study’s central hypothesis, which 

posits that the institutional separation between cybersecurity and the protection of physical infra-

structures constrains the capacity for an integrated response. 

The third criterion is institutional relevance at the EU level. The scenarios were designed 

such that their management exceeds the exclusive capacities of EU Member States and entails co-

ordination, support, or intervention mechanisms at the European level. This includes the activation 

or mobilisation of instruments such as cooperation mechanisms, crisis management structures, civil 

protection mechanisms, or interinstitutional coordination processes. In this respect, the scenarios 

are intended to test the functionality of multi-level governance rather than the operational perfor-

mance of an individual actor. 

The fourth criterion concerns the ability of the scenarios to highlight coordination gaps and 

ambiguities of competence. Preference was given to scenarios that generate simultaneous pressures 

on multiple normative frameworks, sectoral policies, and institutional structures, precisely in order 
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to observe the extent to which the current governance architecture facilitates - or, conversely, frag-

ments - the collective response. The objective is not to assess the technical efficiency of response 

measures, but to identify institutional bottlenecks and the limits of existing orchestration mecha-

nisms. 

Finally, the fifth criterion is analytical transferability. The scenarios were formulated at a suf-

ficiently high level of abstraction to avoid dependence on specific national contexts or unforeseen 

events, thereby allowing the proposed analytical framework to be applied to other types of critical 

infrastructures as well. This methodological choice is consistent with the study’s objective of con-

tributing to the development of an analytical instrument for the governance of hybrid risks. 

The first scenario analysed (Scenario A) consists of a complex cyber campaign targeting op-

erators in the energy sector, affecting industrial control systems (OT/ICS) and generating progres-

sive disruptions in electricity supply. Given the interdependence between the energy sector and 

other sectors, the incident produces cascading effects on transport systems (signalling systems, traf-

fic management), communications (base stations, data centres), and potentially on healthcare ser-

vices (continuity of medical facilities, storage and distribution systems for temperature-sensitive 

medical products). 

The typical institutional flow in such a scenario involves, in parallel, the activation of mecha-

nisms specific to the NIS2 Directive (reporting, CSIRT coordination, operational information ex-

change) and the CER Directive (continuity of essential services, physical and organisational resili-

ence measures, coordination with the competent authorities for critical entities). Concretely, at the 

EU level, ENISA supports risk analysis and the exchange of good practices, the CSIRT network 

facilitates technical cooperation, and, if the incident escalates into a societal crisis, civil protection 

and coordination mechanisms are activated complementarily through the ERCC. 

The application of the evaluation matrix proposed in Chapter 4.6 to this scenario is presented 

in Table 3. 

 
Criterion 

Explanation 
Code 

Level of 

assessment 

C1 High 

The major risk emerges at the point of interference between the digital and physical dimen-

sions, when a cyber incident produces material effects on the functioning of the infrastructure. 

This highlights a relatively clear allocation of initial responsibilities, while also revealing 

vulnerabilities in the area of overlapping institutional competences. 

C2 Medium 

Although procedures and cooperation frameworks exist among the authorities involved, insti-

tutional interoperability is affected by procedural differences and by a lack of synchronisation 

between the structures responsible for cybersecurity and those responsible for the protection 

of physical infrastructures. 

C3 Medium 

Information exchange is possible through existing secure channels; however, the speed of 

transmission and the extent of information sharing are constrained by differing classification 

regimes and by institutional reluctance to share sensitive data in the early phases of the inci-

dent. 

C4 
Low- 

Medium 

Decision-making coordination is hampered by the lack of clear synchronisation of institution-

al temporalities and by the delayed activation of higher decision-making levels, which slows 

the integrated response during the critical phase of the crisis. 

C5 Medium 

The integration of the physical and digital dimensions is advanced at the normative level, but 

remains only partially functional at the operational level due to insufficient coordination be-

tween civil protection authorities and cybersecurity authorities. 

C6 Low 

The capacity to anticipate and manage cascading effects is limited, as intersectoral risk as-

sessments are fragmented and cross-sector mechanisms remain insufficiently tested in scenar-

ios with systemic impact. 

C7 Medium 

Formal post-event evaluation and procedure-updating mechanisms exist; however, the process 

of disseminating lessons learned and of institutional adaptation is slow and uneven across 

sectors and levels of governance. 

Table 3. Evaluation matrix in the case of a cyberattack (Scenario A) 
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Scenario A highlights the fact that the effectiveness of the institutional architecture in the 

field of critical infrastructure protection and resilience depends on the ability to operationalize the 

integrated implementation of the CER and NIS2 Directives at national level, through interoperabil-

ity procedures, coordination centers, and joint exercises. 

The second scenario analysed (Scenario B) refers to a deliberate physical incident affecting a 

critical logistics node of national and cross-border relevance, such as a port terminal, a railway 

hub, or a major distribution centre. The incident generates significant disruptions to transport and 

supply flows, with an impact on the internal market, the continuity of logistics chains, and the func-

tioning of economic sectors dependent on just-in-time deliveries. The crisis is further amplified by 

secondary disruptions of logistics management information systems and by a dynamic of infor-

mation influence, characterised by disinformation and the contestation of the authorities’ response. 

In this scenario, the institutional flow is initially centred on the activation of national security 

and civil protection mechanisms. The authorities competent for emergency management, security, 

and transport continuity assume operational coordination, while the critical infrastructure operator 

implements measures to mitigate the impact and to progressively restore functionality. In parallel, 

insofar as IT systems are affected, the mechanisms provided for under the NIS2 Directive are acti-

vated, and national CSIRTs are involved in the analysis and management of secondary digital dis-

ruptions. 

As the effects of the incident propagate beyond the initially affected area, the crisis acquires a 

systemic dimension. The disruption of the logistics node generates delays in supply chains, affect-

ing other critical infrastructures and interdependent economic sectors, including the energy sector, 

industrial production, or the distribution of essential goods. In this context, the coordination mech-

anisms provided for under the CER Directive on the resilience of critical entities are activated, par-

ticularly in situations where the logistics node serves multiple Member States or is identified as a 

critical entity of European significance. Information exchange with the European Commission aims 

to assess the cross-border impact and to prevent cascading effects. 

The application of the evaluation matrix proposed in Chapter 4.6 to this scenario is presented 

in Table 4. 

 
Criterion 

Explanation 
Code 

Level of 

assessment 

C1 Medium 

Institutional responsibilities are relatively clearly defined in the initial phase of the physical 

incident; however, ambiguities emerge as the effects propagate to digital infrastructures and 

related sectors, generating overlaps of competence among sectoral authorities. 

C2 
Low- 

Medium 

Institutional interoperability is constrained by procedural fragmentation between the actors 

responsible for managing physical incidents and those operating in the field of digital security, 

with cooperation being more sequential than integrated. 

C3 Low 

Information exchange is affected by the lack of common physical-digital information flows 

and by difficulties in correlating technical data originating from different sources, which de-

lays the formation of a comprehensive operational picture. 

C4 Medium 

Although decision-making coordination mechanisms are activated relatively quickly in the 

physical domain, the transfer of decision-making to higher levels and the integration of the 

digital dimension occur with delay, generating asynchronies in the response. 

C5 Low 

The integration of the physical and digital dimensions of resilience is weakly operationalised, 

with cooperation between civil protection authorities and cybersecurity authorities being reac-

tive and insufficiently structured in the initial phase of the crisis. 

C6 Medium 

Cascading effects are identified progressively; however, the capacity for systemic anticipation 

is limited, as intersectoral assessments are activated late and predominantly in reaction to 

already manifest disruptions. 

C7 Medium 

Institutional learning processes are triggered post-crisis; however, procedural adaptation re-

mains fragmented, and the integration of lessons learned into future planning is uneven across 

sectors. 

Table 4. Evaluation matrix in the case of a deliberate physical attack (Scenario B) 
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Scenario B shows that the European institutional architecture is effective in managing the 

immediate impact of a deliberate physical incident on logistics infrastructures, but faces significant 

difficulties in ensuring rapid cross-border coordination and in managing cascading effects ampli-

fied by the digital and informational dimensions. As in Scenario A, the effectiveness of the re-

sponse depends decisively on the capacity of Member States to operationalise the cooperation and 

interoperability provided for by the European framework. 

 

5.3. A synthetic framework for assessing vulnerabilities and operating conditions 

The comparative analysis of the two scenarios - a cyberattack targeting the energy sector 

(Scenario A) and a deliberate physical incident affecting a critical logistics node of national and 

cross-border relevance (Scenario B) - makes it possible to identify recurring patterns in the func-

tioning of the European institutional architecture for the protection and resilience of critical infra-

structures. Although the two scenarios differ in terms of their triggering events and initial dynam-

ics, they test the same coordination mechanisms and reveal the same structural limits of European 

resilience governance, as follows: 

The asymmetry between normative clarity and operational ambiguity. In both scenarios, the 

EU-level legal framework provides a relatively clear delineation of formal competences and coop-

eration mechanisms; however, at the moment of crisis escalation, the interfaces between the physi-

cal and digital domains become areas of institutional friction. Both in the case of a cyber incident 

with physical impacts and in that of a physical incident with secondary digital effects, it is not fully 

clear where the responsibility of each authority begins and ends, which complicates real-time coor-

dination. 

Institutional and procedural interoperability. The scenarios show that the existence of multi-

ple mechanisms - the CER and NIS2 Directives, CSIRT networks, and civil protection arrange-

ments - does not automatically guarantee their coordinated functioning. Differences in procedures, 

operational language, and sectoral priorities lead to parallel responses which may be effective at the 

sectoral level but insufficiently synchronised at the systemic level. This problem becomes particu-

larly evident during escalation phases, when rapid alignment of decisions is required among author-

ities with different responsibilities. 

The problem of divergent temporalities. Scenario A highlights the time pressure inherent in 

the management of cyber incidents, where the response window is extremely short, while Scenario 

B shows that, although the initial response to physical incidents is rapid, cross-border and intersec-

toral coordination is more cumbersome, requiring consultation and decision-making synchronisa-

tion. In both scenarios, the European architecture encounters difficulties in synchronising these 

temporalities, which amplifies the risk of unanticipated cascading effects. 

Dependence on voluntary information sharing. Both scenarios demonstrate that the effective-

ness of the European response depends decisively on the willingness of states and private operators 

to share relevant information on incident management. In the absence of coercive mechanisms, any 

reluctance or delay in information provision reduces the capacity to anticipate the evolution of the 

crisis and constrains coordination at the EU level. 

Sectoral fragmentation. Although EU-level sectoral agencies and platforms generate a high 

level of technical expertise, this is not always accompanied by effective mechanisms for intersec-

toral analysis. In both the energy and logistics sectors, the management of cascading effects re-

mains dependent on national capacities to address such challenges, with the EU playing a predomi-

nantly facilitative role and providing indirect coordination. 

Despite these limitations, the comparative analysis also highlights the operating conditions of 

the non-coercive architecture. In both scenarios, where common procedures and well-established 

institutional relationships exist, coordination of actions is faster and more coherent, contributing 

substantially to the mitigation of the negative effects generated by incidents. This suggests that the 
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effectiveness of European resilience governance is not determined exclusively by the formal insti-

tutional design, but rather by the degree of effective operationalization of cooperation and interop-

erability at the national and sectoral levels. 

Overall, the evaluation of the two scenarios confirms the study’s hypothesis: the EU institu-

tional architecture in the field of critical infrastructure protection and resilience is normatively ro-

bust, but remains vulnerable in situations requiring rapid coordination, the management of cascad-

ing effects, and the integration of the physical and digital dimensions. These vulnerabilities consti-

tute a structural cost of a multi-level governance model based on orchestration and voluntary coop-

eration, which implies that future consolidation efforts should focus on procedural interoperability 

and decision-making synchronisation rather than on expanding coercive competences at the EU 

level. 

Accordingly, the potential of the post-2022 reforms (the CER and NIS2 Directives) depends 

on the capacity to transform normative complementarity into a coherent set of interoperable insti-

tutional practices, particularly at the national level, where the spheres of competence associated 

with the physical and digital dimensions of resilience intersect. Within the logic of non-coercive 

governance, directions for institutional consolidation should be oriented towards: procedural stand-

ardisation of information exchange between the mechanisms established under the CER and NIS2 

Directives; the development of joint hybrid exercises; the strengthening of intersectoral systemic 

analysis capacities; and the establishment of institutional learning mechanisms aimed at attenuating 

asymmetries in national capacities. 

 

6. Limitations of the research 

Any analysis of the European institutional architecture in the field of critical infrastructure 

protection and resilience is inevitably shaped by a set of methodological and conceptual limita-

tions, determined both by the nature of the field under examination and by the research choices 

adopted. Acknowledging these limitations is important for guiding future research directions in the 

area of European resilience governance. 

A first limitation of the research derives from its predominantly qualitative and conceptual 

character. The study is based on an analysis of the normative framework of the institutional archi-

tecture and of coordination mechanisms, employing an interpretative methodology in the absence 

of quantitative data capable of substantiating institutional performance in the management of real 

incidents through empirical measurement. This limitation is inherent to the field, where detailed 

information on real incidents is often classified or fragmented. 

A second limitation relates to the use of scenario analysis as the main instrument for func-

tional testing. The selected scenarios are constructed as plausible analytical models, intended to 

highlight likely institutional flows and points of systemic friction, rather than to reproduce real 

events. Although this method is appropriate for evaluating governance under conditions of uncer-

tainty and complexity, it inevitably entails a degree of abstraction, with results depending on the 

way in which the scenarios are constructed. 

An additional limitation arises from the emphasis placed on the European level of govern-

ance, to the detriment of a detailed analysis of its transposition at the national level. Although the 

study highlights the central role of EU Member States in the protection and resilience of critical 

infrastructures and underscores significant differences in administrative and institutional capacity, 

it does not address national case studies. This methodological choice limits the ability of the re-

search to capture concrete differences in performance and best practices among EU Member States. 

Furthermore, the research is constrained by the rapid dynamics of the European normative 

and institutional framework, given that the field of critical infrastructure protection and resilience is 

characterized by continuous transformations, adaptation to emerging threats, and accelerated tech-

nological developments. The analysis relies primarily on the post-2022 normative and institutional 

framework, in particular the CER and NIS2 Directives. 
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Another important limitation of the study is determined by restricted access to sensitive op-

erational information, as the effective functioning of coordination mechanisms in real crisis situa-

tions is largely inaccessible to the public and, implicitly, to academic research, for legitimate secu-

rity reasons. This constraint reduces the possibility of direct empirical validation of the perfor-

mance of the institutional architecture under analysis. 

Overall, the identified limitations do not invalidate the conclusions of the study, but rather de-

lineate the framework within which they should be interpreted. They reflect the inherent constraints 

of analysing EU governance in the field of critical infrastructure protection and resilience and high-

light the need for future research that combines EU-level institutional analysis with national case 

studies, operational empirical data, and interdisciplinary perspectives. 

 

7. Conclusions 

The analysis of the European institutional framework in the field of the protection and resili-

ence of critical infrastructures has shown that, over the past two decades, the EU has developed an 

increasingly dense, complex, and integrated governance architecture, progressively adapted to the 

cross-border, systemic, and hybrid nature of contemporary risks (confirming the general objective - 

O.G - and the specific objective O1). This evolution reflects a significant conceptual shift: the tran-

sition from a fragmented, sectoral, and predominantly national approach to critical infrastructure 

protection towards a European model of resilience governance, oriented towards the continuity of 

essential functions and the management of interdependencies among infrastructures, sectors, and 

levels of governance. 

The study has demonstrated that the European institutional architecture is the result of a com-

promise between the need for a strengthened European-level response and the preservation of the 

Member States’ primary competences in the field of national security, as enshrined in the Treaties 

(confirming objective O2 concerning the analysis of the functional logic of the institutional archi-

tecture). This compromise is embodied in a non-coercive, multi-level governance model in which 

the EU exercises predominantly indirect authority, based on regulation, coordination, standard-

setting, and the facilitation of cooperation, without possessing direct operational competences in the 

management of critical infrastructures or the crises associated with them. 

From this perspective, the analysis confirms the central hypothesis of the research: the struc-

tural gap between normative initiatives and operational coordination capacity constitutes an in-

herent feature of European resilience governance (in full alignment with objective O4 concerning 

the identification of the structural limits of the European non-coercive model). The post-2022 re-

forms, materialized in particular through the CER and NIS2 Directives, have significantly strength-

ened the legal framework and clarified objectives, requirements, and cooperation mechanisms. 

Nevertheless, they have not eliminated the structural constraints generated by the distribution of 

competences, the voluntary nature of cooperation, and the dependence on the uneven institutional 

capacities of the EU Member States. 

The analysis has shown that the EU institutional architecture operates across multiple dis-

tinct functional levels - normative-strategic, politico-institutional coordination, technical-

operational, and sectoral - characterized by asymmetries in terms of the type of authority exercised, 

the instruments available, and the capacity for real-time action (confirming objectives O1 and O2). 

While the normative level is marked by a high density of regulation and strong political legitimacy, 

the levels that concentrate the critical functions for incident and crisis management operate almost 

exclusively on the basis of voluntary cooperation and indirect authority. This configuration gener-

ates an operational governance deficit, particularly in situations requiring rapid decision synchroni-

zation and the management of cascading effects. 

The progressive integration of the physical and digital dimensions of resilience constitutes 

one of the most important achievements of the recent European normative framework (confirming 

objective O3). The complementarity between the CER and NIS2 Directives reflects an advanced 
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understanding of hybrid risks and of the complex nature of critical infrastructures. However, the 

analysis has demonstrated that this integration remains, to a large extent, one of objectives and 

normative logic, rather than one fully internalized at the institutional and operational levels. The 

persistence of parallel procedural mechanisms, divergent temporalities, and fragmented responsibil-

ities limits the capacity to produce unified responses in situations of complex crisis. 

The functional testing of the institutional architecture through scenario analysis confirmed 

these findings (in fulfillment of objective O5). Both the scenario of a cyberattack against the energy 

sector with cascading effects and that of a deliberate physical incident affecting a critical logistics 

node with a secondary digital component revealed the same recurring patterns of vulnerability: dif-

ficulties in institutional interoperability, problems of decision-making synchronization, critical de-

pendence on voluntary information sharing, and a limited capacity for the anticipatory management 

of sectoral interdependencies. In both cases, the effectiveness of European coordination depended 

less on the existence of the normative framework and more on the degree of effective operationali-

zation of cooperation. 

At the same time, the analysis has shown that the EU’s non-coercive architecture has poten-

tial for further evolution. In situations where common procedures exist, institutional relationships 

are well established, and institutional capacities are convergent, European mechanisms can facili-

tate coordination, reduce fragmentation, and support the management of crises with transboundary 

impact. This suggests that the central problem of European resilience governance is not the absence 

of formal competences, but rather the institutional capacity to transform normative orchestration 

into effective operational coordination (confirming objective O6). 

Consequently, the fundamental conclusion of the study is that the future evolution of the Eu-

ropean framework for the protection and resilience of critical infrastructures does not depend deci-

sively on the expansion of the EU’s coercive competences - an option that is difficult to achieve 

from both a legal and political perspective - but on the strengthening of mechanisms for procedural 

interoperability, institutional learning, and decision-making synchronization. Resilience governance 

thus appears less as a matter of formal sovereignty and more as an issue of institutional design of 

cooperation within a system characterized by multiple interdependencies (confirming the general 

objective - O.G). 

Through the integrated approach proposed, the evaluation matrix, and the functional testing 

of the institutional architecture, the study contributes to a more realistic and nuanced understanding 

of the potential and limits of the European model for the protection and resilience of critical infra-

structures (fulfilling the theoretical, analytical, and methodological contribution outlined in Chapter 

1). The study’s conclusions indicate that the EU possesses the necessary prerequisites to function 

as an orchestrator of resilience, but that the effectiveness of this role remains conditional on politi-

cal will, administrative capacity, and the degree of cooperation among the Member States. 
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